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Abstract

The growing sophistication and interdependency of engineering resources predisposes vulnerable cyber-physical infrastructures
to emerging cyber threats. Explainable Artificial Intelligence (XAI) can be a valuable solution in the field of threat modelling and
the decision-making process because this method will make predictions made on the roots of Al understandable. This paper
addresses the concept of implementing XAI methods to engineer asset threat-assessment systems with a focus on transparency,
accountability, and trust in Al-assisted decisions. The choice of interpretable models, the post-hoc methods of explaining, and
the way Al output can fit in the understanding of the human operators are the main factors to evaluate. The prospects of XAl to
enhance situational awareness, risk prioritization, and proactive response plans are shown in case applications in the energy,
transportation, and industrial systems. The study verifies the existing shortcomings such as model scalability and the trade-off
between interpretability and predictive accuracy and suggests future development directions of auditable and human-centric
Al systems in the protection of critical assets.
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Introduction

Cyber-physical risks, such as the development of
industrial control systems, the energy infrastructure, and
vital manufacturing sites, are getting more exposed to
unpredictable complex cyber-physical threats because of
the rise in digitalization and connectivity. Conventional
threat detection and decision support systems tend to
use opaque Al models, which, even though they are
high predictors, have minimal interpretability and can
decrease operator confidence in automated systems.
Explainable Artificial Intelligence (XAI) has become a
critical solution to this problem by providing accessible
and understandable information about Al-based
predictions to make informed decisions and improve
risk management procedures (Mahbooba et al., 2021;
Zhang et al., 2022).

Recent developments in XAI show that it can be resilient
to the security of complex systems and support decision
making. As an example, risk-based decision-making in
construction and infrastructure management enabled
through counterfactual explanations and interpretable

© Journal of Cyber-Physical Security and Robotics

DOI: 10.64235/rfd1zn92

models might be used to obtain a clearer understanding
of the factors behind the determination of certain threat
levels (Zhan et al., 2024). Similarly, XAl integrated with
blockchain frameworks enhances cyber threat detection
by ensuring traceable, auditable, and trustworthy
decision outcomes (Kumar et al.,, 2024). In Internet of
Things (IoT) environments, XAl supports adaptive and
resilient security mechanisms, allowing operators to
understand and mitigate sophisticated attacks in real
time (Masud et al., 2024; Moustafa et al., 2023).

Beyond cybersecurity, XAl-driven decision support
systems (DSS) are increasingly applied across engineering
domains, combining data science and Al to facilitate
strategic and operational decisions while ensuring
compliance, accountability, and transparency (Petrauskas
et al., 2023; Islam & Hasan, 2023). Moreover, intelligent
defense mechanisms against advanced persistent threats
leverage explainable strategies at the network edge,
integrating game-theoretic models with Al to optimize
both detection and response (Li et al,, 2021). The paradigm
of trustworthy XAI continues to evolve, emphasizing the
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balance between predictive accuracy, interpretability, and
human-centered decision-making in engineering asset
protection (Chamola et al., 2023).

This study focuses on the integration of XAl techniques
into threat modelling and decision support frameworks
for engineering assets, highlighting the potential to
improve situational awareness, risk prioritization, and
operational resilience. By leveraging interpretable Al
models, stakeholders can better anticipate, understand,
and respond to evolving threats in complex engineering
systems, ultimately enhancing both safety and operational
efficiency.

Threat Modelling in Engineering Assets
Engineering assets, including industrial control
systems, power grids, and critical infrastructure, are
increasingly targeted by sophisticated cyber-physical
threats due to their interconnected and digitalized
nature. Effective threat modelling is essential for
identifying vulnerabilities, assessing risk propagation,
and supporting proactive defense strategies. Traditional
threat modelling approaches often rely on expert
judgment and static risk matrices, which may fail to
capture the dynamic and complex interactions in modern
engineering systems. Explainable Artificial Intelligence
(XAI) offers a transformative approach by providing
interpretable insights into threat scenarios, enabling more
informed and auditable decision-making (Mahbooba et
al,, 2021; Zhang et al., 2022).

Incorporating XAI into threat modelling allows for the
development of transparent intrusion detection and
risk assessment frameworks. For instance, decision
tree-based models and counterfactual explanations
provide clear reasoning pathways, helping operators
understand why certain assets are flagged as high risk
and how potential mitigations can reduce vulnerabilities
(Mahbooba et al., 2021; Zhan et al., 2024). Moreover, XAl
facilitates the integration of heterogeneous data sources—
from sensor readings in Internet of Things (IoT) devices
to operational logs in industrial systems—allowing for a
holistic assessment of threats and their potential impact
(Masud et al., 2024; Moustafa et al., 2023).
Blockchain-enabled XAI frameworks further enhance
trust and data integrity in threat modelling, ensuring
that critical decisions are both transparent and tamper-
resistant (Kumar et al., 2024). These frameworks support
risk prioritization by quantifying the likelihood and
potential impact of cyber-physical attacks, such as
advanced persistent threats targeting edge devices and
industrial networks (Li et al., 2021). Additionally, XAI-
driven decision support systems (DSS) leverage data
science techniques to provide scenario-based analyses,
enabling operators to evaluate “what-if” situations and
optimize defensive strategies (Petrauskas et al., 2023;
Islam & Hasan, 2023).
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Despite these advances, challenges remain in
implementing XAl for engineering asset protection.
Trade-offs between model interpretability and predictive
accuracy, computational constraints for real-time
threat assessment, and the need for standardization
in explanation protocols are critical considerations
(Chamola et al., 2023; Zhang et al., 2022). Addressing these
challenges is essential to build resilient, human-centric
systems that enhance situational awareness and support
proactive threat mitigation across diverse engineering
assets.

Explainable Al Techniques

Explainable Artificial Intelligence (XAI) provides
mechanisms to make Al models transparent, interpretable,
and trustworthy, which is critical for threat modelling and
decision support in engineering assets. XAl techniques
can be broadly categorized into intrinsic interpretable
models and post-hoc explanation methods, each offering
unique advantages depending on the application context
(Mahbooba et al.,, 2021; Zhang et al.,, 2022; Chamola et
al., 2023).

Intrinsic Interpretable Models

These models are inherently transparent and allow
human operators to understand the decision-making
process directly. Common examples include decision
trees, rule-based systems, and linear models. In
cybersecurity and industrial threat modelling, decision
trees have been shown to enhance trust management by
providing clear, human-readable logic paths for intrusion
detection (Mahbooba et al., 2021; Moustafa et al., 2023).
Similarly, linear and logistic regression models remain
valuable for scenarios where simplicity and regulatory
compliance are required, such as cloud-based decision-
making frameworks (Islam & Hasan, 2023).

Post-Hoc Explanation Methods

Post-hoc techniques aim to explain the decisions of
complex black-box models, such as deep neural networks
or ensemble algorithms, after the model has been trained.
These methods include

e Feature importance analysis, which quantifies the
contribution of individual input variables to model
predictions (Petrauskas et al., 2023).

SHAP (Shapley Additive Explanations) and LIME
(Local Interpretable Model-Agnostic Explanations),
which provide local and global interpretability for
model outputs (Masud et al., 2024; Chamola et al,,
2023).

Counterfactual explanations, which identify minimal
changes to input features that would alter the
prediction, supporting risk-based decision-making
in engineering and construction (Zhan et al., 2024).
Visualization-based explanations, such as heatmaps
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Table 1: Overview of Key XAI Techniques for Threat Modelling and Decision Support

Technique Description

Application in Engineering Assets

Key References

Tree-based model with
transparent logic paths

Decision Trees

Rule-Based Systems Human-readable if-then logic

rules

Linear/Logistic Regression =~ Simple models with

interpretable coefficients

Feature Importance Quantifies contribution of each

feature
SHAP/LIME Local/global explanation for
black-box models
Counterfactual Suggests minimal changes to
Explanations alter prediction

Visualization Techniques Heatmaps, attention maps for

model insight

Blockchain-Integrated XAI  Immutable audit trails with

interpretable Al

Game-Theoretic XAI Al-driven defense strategies

Intrusion detection, fault
diagnosis
Safety-critical system monitoring

Risk assessment, compliance

Predictive maintenance, cyber

Mahbooba et al., 2021;
Moustafa et al., 2023
Petrauskas et al., 2023

Islam & Hasan, 2023

Petrauskas et al., 2023

risk scoring

Threat prediction, anomaly
detection

Risk-based decision-making,

Masud et al., 2024; Chamola et
al., 2023

Zhan et al., 2024

scenario planning

IoT security, critical asset
monitoring

Secure decision support, threat

Kumar et al., 2024; Li et al.,
2021

Kumar et al., 2024

accountability

Advanced persistent threat

Lietal., 2021

with transparency mitigation
Table 2: Decision Support Framework Table
Layer Key Components XAI Techniques Decision Support Role References
Data Acquisition ~ Sensors, 10T, logs - Real-time asset monitoring, ~Masud et al., 2024;
anomaly detection Moustafa et al., 2023
Threat Modelling  Intrusion detection, Feature importance, Identification of Mahbooba et al., 2021;
predictive analytics explainable models vulnerabilities and risk Lietal., 2021
assessment
XAI Processing Counterfactuals, rule Post-hoc explanations, Clarification of Al Zhan et al., 2024;
extraction, SHAP, LIME interpretable Al predictions for human Chamola et al., 2023
understanding
Decision Support  Dashboards, alerts, Transparent Supports operational Petrauskas et al., 2023;
Output recommendations visualization, audit decisions, prioritizes Kumar et al., 2024;
logs actions, ensures compliance  Islam & Hasan, 2023

and attention maps, widely applied in cyber threat
detection and Iol security to improve situational
awareness (Kumar et al., 2024; Li et al., 2021).

Hybrid and Emerging Approaches

Recent research emphasizes combining XAI with
technologies like blockchain for auditable, secure
decision-making, and game-theoretic approaches to
defend against advanced persistent threats in critical
infrastructures (Kumar et al., 2024; Li et al., 2021). These
hybrid strategies improve trust, resilience, and human-
Al collaboration in complex engineering environments
(Chamola et al., 2023; Masud et al., 2024).

These XAI techniques collectively enable transparent,
accountable, and human-centric decision support,
bridging the gap between complex Al models and
operationally critical engineering assets. By integrating
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intrinsic, post-hoc, and hybrid methods, organizations
can ensure actionable insights, improve situational
awareness, and foster trust in Al-driven risk management
systems (Masud et al., 2024; Chamola et al., 2023).

Decision Support Framework

Effective decision-making in engineering asset
management relies on timely, accurate, and interpretable
information. Explainable Artificial Intelligence (XAI)
enhances traditional decision support systems (DSS) by
providing transparency in Al-driven threat assessments,
enabling engineers and operators to understand, trust,
and act on system outputs (Petrauskas et al., 2023;
Chamola et al., 2023). The proposed decision support
framework integrates XAl techniques with risk-based and
resilience-driven approaches for comprehensive threat
modelling and operational planning.
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Table 3 : Example Use Cases and XAI Techniques in Engineering Assets

Engineering Asset / Domain ~ XAI Technique

Decision Support Application

Key Benefit

Industrial Control Systems Decision Trees, SHAP

Intrusion detection and

Improved trust and transparency

prioritization

Construction Projects Counterfactual Explanations

Risk assessment and mitigation

Proactive hazard management

planning

Cyber-Physical Systems LIME, Explainable Neural

(IoT) Networks

Cloud-Based Business Rule-based XAlI, Feature

Intelligence Attribution

Energy Infrastructure Joint Edge AI & Game-
Theoretic XAI

Resilient security and anomaly
detection

Compliance and secure
operational decision-making

Defense against advanced
persistent threats

Enhanced interpretability and
operator insight

Transparency and auditability

Real-time threat detection with
interpretable alerts

Framework Ouverview

The framework consists of four core layers: Data
Acquisition, Threat Modelling, XAI Processing, and
Decision Support Output.

® Data Acquisition

Sensors, IoT devices, and operational logs from engineering
assets provide real-time information on asset status,
environmental conditions, and potential anomalies (Masud
et al., 2024; Moustafa et al., 2023).

® Threat Modelling

Al algorithms identify vulnerabilities, attack vectors,
and risk propagation. Models include intrusion detection
systems, predictive maintenance analytics, and advanced
persistent threat detection mechanisms (Mahbooba etal.,
2021; Li et al., 2021).

® XAI Processing
Interpretable models and post-hoc explanation techniques

Impact of XAl-Based Intrusion Detection in Industrial Networks
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Fig 1: The graph compares detection accuracy and
operator trust before and after implementing XAl-based
intrusion detection models in industrial networks.

generate human-understandable insights. Counterfactual
explanations, feature importance rankings, and causal
inference are employed to clarify Al predictions (Zhan
et al., 2024; Kumar et al., 2024).

® Decision Support Output

Risk-informed recommendations, alert prioritization, and
strategic response actions are presented to operators in
an auditable, user-friendly interface. Outputs are aligned
with organizational risk thresholds and regulatory
compliance requirements (Islam & Hasan, 2023; Zhang
et al., 2022).

Integration of XAl in DSS

XAI enhances trust and accountability in decision-
making by ensuring that each recommendation is
interpretable and justifiable. For instance, in intrusion
detection, decision trees provide rule-based explanations
for alerts, while counterfactual scenarios allow operators
to evaluate the consequences of alternative actions
(Mahbooba et al., 2021; Zhan et al., 2024). Blockchain can
further ensure the integrity of XAI outputs, allowing

Operator Performance Improvements After XAl-based DSS Integration

Decision Accuracy (%)

Response Time (minutes)

Fig 2: The graph shows performance improvements after
integrating an XAlI-based Decision Support System (DSS)
in engineering asset management.
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secure and tamper-proof audit trails for critical decisions
(Kumar et al., 2024).

Operational Flow

® Detection: Sensors detect anomalies or suspicious
patterns.

¢ Analysis: Al models predict potential threats and
rank severity.

e Explanation: XAl provides interpretable reasoning
behind predictions.

¢ Decision: Operators receive actionable
recommendations with clear risk justifications.

® Feedback: Continuous learning updates models based
on outcomes and human corrections (Masud et al.,
2024; Moustafa et al., 2023).

This layered approach ensures that decisions regarding

engineering asset security, maintenance, and

operational continuity are both data-driven and human-

understandable, strengthening trust and resilience across

critical infrastructure.

Applications and Use Cases

Explainable Artificial Intelligence (XAI) has emerged as a
transformative approach for enhancing decision-making
and risk management in engineering assets. By providing
interpretable insights into Al-driven predictions, XAI
enables operators and engineers to better understand,
trust, and act upon system-generated recommendations
(Mahbooba et al., 2021; Chamola et al., 2023). The
following applications highlight the diverse use cases of
XAl in critical asset management.

Intrusion Detection in Industrial Control Systems
Industrial control systems (ICS) and operational
technology (OT) networks are increasingly targeted
by sophisticated cyber threats. XAI enhances intrusion
detection systems by offering interpretable decision
paths, allowing operators to verify alerts and prioritize
responses effectively. Decision tree-based XAl models, for
example, provide a transparent mapping of suspicious
activities to risk levels, enhancing trust and accountability
in critical security decisions (Mahbooba et al., 2021;
Moustafa et al., 2023).

Risk-Based Decision Making in Construction and
Engineering Projects

In construction and large-scale engineering projects,
XAl supports risk-based decision-making by generating
counterfactual explanations for potential hazards. This
allows project managers to evaluate “what-if” scenarios,
understand the impact of design changes, and make
proactive risk mitigation decisions (Zhan et al., 2024).
The interpretability of Al predictions ensures that both
technical and non-technical stakeholders can engage with
data-driven insights.

Cyber Threat Detection with Blockchain
Integration

Combining XAI with blockchain enhances transparency
in cyber threat detection for critical infrastructures. XAI
models provide interpretable alerts, while blockchain
ensures immutable and verifiable records of threat events.
This dual approach strengthens decision-making for
cybersecurity teams, enabling rapid incident response
and forensic analysis (Kumar et al., 2024).

Resilient IoT Security

The proliferation of IoT devices in engineering assets
introduces additional attack surfaces. XAl enables
resilient security applications by identifying abnormal
device behavior and explaining the reasoning behind
alerts. This interpretability is critical in distributed IoT
networks, allowing engineers to take targeted action
and reduce false positives (Masud et al., 2024; Moustafa
et al., 2023).

5. Decision Support Systems in Data-Driven Engineering
XAl-driven decision support systems (DSS) combine
predictive modeling with transparent reasoning to
assist managers in strategic and operational choices.
Applications range from predictive maintenance in
manufacturing plants to fault diagnosis in energy
grids. By providing interpretable explanations, XAI DSS
ensures human operators remain in the loop and can
validate Al recommendations (Petrauskas et al., 2023;
Islam & Hasan, 2023).

Defense Against Advanced Persistent Threats
(APTs)

XAl techniques are applied to monitor complex systems
for long-term, stealthy attacks. Approaches combining
edge-based Al and game-theoretic reasoning allow
engineers to understand and interpret threat dynamics,
facilitating preemptive countermeasures (Li et al,,
2021). These models provide actionable insights while
maintaining transparency critical for trust in automated
decision-making systems.

Trustworthy Al in Engineering Operations

Across all engineering domains, the use of XAI
strengthens operator trust by offering justifications for
predictions and recommendations. Trustworthiness is
particularly crucial in high-stakes environments where
incorrect decisions can lead to catastrophic failures.
Continuous development of interpretable Al ensures
compliance, accountability, and alignment with human
decision-making processes (Chamola et al., 2023; Zhang
et al., 2022).

Conclusion

Explainable Artificial Intelligence (XAI) has become
an essential enabling factor that improves the threat
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modelling and decision support in assets engineering,
and offers transparency, interpretability, and trust in Al
driven systems. Several methods of XAI can be used to
enhance the accountability and validity of cyber-physical
risk assessments, e.g. decision tree models, counterfactual
explanations, blockchain-backed architectures, and
organizations can benefit by combining them (Mahbooba
et al.,, 2021; Zhan et al., 2024; Kumar et al., 2024).
Implementation of the XAl simplifies active vulnerability
detection, allows making informed decisions, and resists
advanced threats in intricate engineering systems, such
as IoI-enabled systems and cloud-based ones (Masud et
al., 2024; Moustafa et al., 2023; Islam and Hasan, 2023).
In spite of the progress, there is still a need to balance
model interpretability and predictive accuracy, make it
scalable to large-scale engineering systems, and to field
well-integrated human-centric decision-making (Zhang
et al., 2022; Petrauskas et al., 2023; Chamola et al., 2023).
Intelligence-based defense mechanisms, hybrid edge-Al
strategies, and other emerging approaches can provide
the avenues of overcoming these constraints without
compromising the system trustworthiness and security
(Li et al., 2021).

By filling the gap between advanced Al systems and
human decision-makers, XAl can offer a ground-breaking
system of engineering asset protection by enhancing
resilient and auditable and adaptable security options.
The further studies must be aimed at implementing XAI
in a more standardized form, creating more specific
interpretable models, and improving the cooperation
between the human and Alin order to achieve maximum
operational efficiency and risk reduction.
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