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Abstract
Enterprise identity management determines who can access what, and its weaknesses, including credential fraud, insider 
tampering with directory records and incomplete audit trails, underlie a large share of security incidents. Blockchain-anchored 
identity architectures, in which credentials are issued as verifiable claims whose integrity is anchored in a tamper-evident ledger, 
promise stronger assurance and more complete accountability than centralised directories or federated identity, at a cost in 
latency, complexity and operating expense. This paper develops a comparative framework for identity architectures with five 
criteria, fraud resistance, tamper detection, verification latency, audit completeness and cost, and applies it in a simulation of 
20,000 credential verifications under each of three architectures. Blockchain-anchored credentials accept 13 fraudulent credentials 
against 71 for a centralised directory and 42 for federated identity, leave 1 tampering event undetected against 9 and 8, and achieve 
98% audit completeness against 60% and 75%, but verification takes six times longer and operating cost is 2.1 times that of the 
centralised baseline. The paper argues that the architecture choice depends on the enterprise’s accountability requirements and 
tolerance for latency, identifies the use cases where blockchain anchoring is warranted, namely high-value credentials, cross-
organisational verification and regulated audit, and proposes a hybrid design that anchors high-assurance credentials while 
retaining conventional directories for routine access.
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Introduction
Identity is the control plane of enterprise security. 
Access decisions depend on knowing who or what is 
requesting access and what they are entitled to, and the 
systems that hold this knowledge, directories, identity 
providers and credential stores, are correspondingly 
attractive targets. Compromised credentials remain the 
most common initial access vector in incident reports, 
and insider manipulation of identity records, such as 
creating unauthorised accounts or elevating privileges, 
is difficult to detect because the records are held by the 
same systems that are being manipulated.
Conventional architectures address these risks 
incrementally: stronger authentication, privileged-
access management, log monitoring. Blockchain-based 
identity proposes a structural change. Credentials are 
issued as cryptographically signed claims held by their 
subjects, and the integrity of issuance and revocation 
is anchored in a distributed ledger that no single party 
controls [1], [2]. Verification checks the signature and the 

ledger rather than querying a directory, so that forged 
credentials fail verification and unauthorised changes to 
issuance records are detectable by any party. The ledger 
also provides an audit trail that is complete and tamper-
evident by construction.
The promise comes with costs: verification latency, 
operational complexity, key management burdens 
and the governance of the ledger itself. Whether and 
where blockchain-based identity is worth adopting is 
an engineering and management decision that requires 
comparing architectures on a common set of criteria. 
This paper develops such a framework, applies it in 
a simulation with explicit assumptions, and derives 
guidance on where blockchain anchoring is warranted.

Background

Enterprise identity architectures
Centralised directories hold identity records and 
authorisations in a single system under the enterprise’s 
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control; they are fast and simple but constitute a 
single point of compromise and rely on the integrity 
of their administrators. Federated identity delegates 
authentication to identity providers and exchanges 
assertions between domains using standards such as 
SAML and OpenID Connect; it improves cross-domain 
use but inherits each provider’s trust model and leaves 
audit trails fragmented across providers.

Decentralised identity and verifiable credentials
Decentralised identity architectures give subjects control 
of identifiers and credentials [1]. Verifiable credentials are 
signed claims issued by an authority and presented by the 
subject; verifiers check the signature against the issuer’s 
public key, which is resolvable through a decentralised 
identifier registry [2]. A blockchain [5] or other distributed 
ledger provides the registry and anchors issuance and 
revocation events so that they are tamper-evident [3]; 
reviews of blockchain-based identity systems catalogue 
the resulting designs and their open problems [6]. 
Enterprise applications include employee credentials, 
supplier and partner identities, device identities and 
qualification attestations.

Accountability
Accountability requires that actions be attributable to 
identified actors and that the record of actions be reliable 
[4]. Identity systems supply attribution; their audit logs 
supply the record. A centralised log can be altered by its 
administrator; a ledger-anchored record cannot be altered 
without detection, which strengthens accountability for 
both access events and identity-administration events.

Comparative Framework
Five criteria are proposed. Fraud resistance: the rate at 
which forged or stolen credentials are accepted. Tamper 
detection: the rate at which unauthorised changes to 
identity records are detected. Verification latency: the 
time to verify a credential. Audit completeness: the 
share of identity events that are reliably recorded and 
attributable. Cost: operating expense relative to a baseline. 
The criteria trade off: architectures that strengthen the 
first, second and fourth tend to worsen the third and 
fifth. The appropriate architecture for a given use case 
depends on the weights the enterprise assigns, which in 
turn depend on the value of the resources protected and 
on regulatory accountability requirements.
The framework is del iberately neutral among 
architectures. It does not assume that stronger assurance 
is always worth its cost, nor that a blockchain is required 
to obtain it; signed credentials with a conventional, well-
protected registry capture part of the benefit. The ledger’s 
distinctive contribution is to the tamper-detection and 
audit criteria, where it removes the dependence on any 
single administrator, and the framework is designed to 

make that contribution visible against its latency and 
cost consequences.

Simulation Design
The harness simulates 20,000 credential verifications 
under each of three architectures, with 2% of presentations 
being fraudulent and 0.1% of identity records subject 
to insider tampering. Architecture parameters are: 
centralised directory, fraud detection 0.85, tamper 
detection 0.30, latency 0.2 s, relative cost 1.0, audit 
completeness 0.60; federated identity, 0.90, 0.50, 0.35 s, 
1.3, 0.75; blockchain-anchored credentials, 0.97, 0.95, 1.2 
s, 2.1, 0.98. The parameters are design values reflecting 
the architectural properties described in Section 2: 
cryptographic verification against an anchored registry 
detects forgery and tampering with high probability, 
while consensus and resolution add latency and cost. 
The harness reports fraudulent credentials accepted, 
tampering events undetected and the fixed criteria for 
each architecture.

Results

Criterion comparison
Table 1 and Figure 1 report the results. The blockchain-
anchored architecture accepts 13 fraudulent credentials 
out of roughly 400 attempts, against 71 for the centralised 
directory and 42 for federated identity, and leaves 1 of 
about 20 tampering events undetected against 9 and 8. 
Its audit completeness is 98% against 60% and 75%. Its 
verification latency, 1.2 seconds, is six times that of the 
centralised directory, and its operating cost is 2.1 times 
the baseline.

Where the differences come from
Fraud resistance improves because verification checks a 
cryptographic signature against an anchored issuer key 
rather than a directory lookup that a stolen session or 
forged assertion can satisfy. Tamper detection improves 
because issuance and revocation are recorded on a ledger 
that administrators cannot alter silently; the residual 
undetected tampering arises from attacks on the issuer’s 
signing keys, which the ledger cannot prevent. Audit 
completeness improves because every verification and 
administration event is recorded in a shared, immutable 
log. Latency and cost rise because verification involves 
resolving identifiers and checking revocation status 
against the ledger, and because the ledger must be 
operated and governed.

Interpretation
For routine access to low-value resources, the centralised 
directory’s latency and cost advantages dominate; the 
fraud and tampering it admits are tolerable and are 
mitigated by other controls. For high-value credentials, 
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Table 1: Identity architecture comparison on five criteria (20,000 simulated verifications; 2% fraudulent presentations; 
0.1% tampered records).
Criterion Centralised directory Federated identity Blockchain-anchored credentials

Fraudulent credentials accepted 71 42 13
Tampering events undetected 9 8 1
Verification latency (s) 0.20 0.35 1.20
Audit completeness 60% 75% 98%
Relative operating cost 1.0 1.3 2.1

Figure 1: Identity architecture trade-offs relative to the centralised 
directory (values below 1 are improvements for fraud and 
tampering; above 1 are costs for latency and expense).

such as privileged administrative access, financial 
authorisations and regulated professional qualifications, 
the blockchain-anchored architecture’s fivefold reduction 
in accepted fraud and ninefold reduction in undetected 
tampering justify its cost. For cross-organisational 
verification, where no party controls a shared directory, 
the anchored architecture provides a trust basis that the 
alternatives lack.

Sensitivity
The ranking of architectures on fraud, tampering and 
audit follows from the qualitative properties encoded 
in the detection parameters and would hold for any 
values that preserve their ordering; the magnitudes 
are illustrative. The latency and cost penalties are 
the quantities most sensitive to implementation, and 
engineered deployments may reduce them substantially. 
The decision rule in Section 5.3, which weighs assurance 
gains against latency and cost by use case, is robust to the 
specific values provided the ordering holds.

Design Recommendations

Hybrid architecture
Enterprises should not choose a single architecture. A 
hybrid design issues blockchain-anchored verifiable 
credentials for high-assurance identities and entitlements, 
retains a conventional directory for routine access, and uses 
federated identity for established partner relationships. 
The anchored layer provides the accountability record for 
the identities that matter most; the conventional layers 
provide the performance that routine operations require.

Governance of the ledger
The ledger’s value depends on its governance: who may 
issue, who operates nodes, how keys are managed and 
how revocation is handled. Enterprise deployments 
typically use permissioned ledgers shared with partners 
or industry consortia. The governance arrangement must 
be documented and auditable, since the ledger’s integrity 
guarantee rests on no single party being able to rewrite it.

Key management
The anchored architecture moves risk from directory 
integrity to key integrity. Issuer signing keys and subject 

private keys become the critical assets; their compromise 
defeats the architecture’s assurances. Hardware-backed 
key storage, key rotation, and recovery procedures for lost 
subject keys are prerequisites, and the residual tampering 
in the simulation represents exactly this exposure.

Latency engineering
Verification latency can be reduced by caching issuer 
keys and revocation status, by batching ledger queries 
and by using the ledger only for anchoring while serving 
verification from replicated registries. The simulated 
latency is a design assumption for an unoptimised 
verification path; engineered deployments narrow the 
gap, though not to the level of a local directory lookup.

Implications for Accountability
The anchored architecture changes the accountability 
question from “can we trust the log?” to “can we trust 
the keys?”, which is a narrower and more auditable 
question. Regulators and auditors can verify the issuance 
and revocation history of credentials independently of 
the enterprise’s own systems, and cross-organisational 
disputes about who held what entitlement when can be 
settled from a shared record. For enterprises in regulated 
sectors, this independence is a substantive benefit beyond 
fraud reduction and may itself justify the cost for the 
credentials that regulation covers.
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Adoption considerations
Adoption of anchored identity is constrained by 
ecosystem readiness as much as by enterprise choice. 
Verifiable credentials are valuable in proportion to the 
number of issuers and verifiers that accept them, so 
early adopters obtain full benefit only within consortia 
or regulated communities where participation can be 
coordinated. Standards maturity, wallet usability for 
human subjects and integration with existing access-
management systems are the practical obstacles; 
enterprises should expect a multi-year path in which 
the anchored layer begins with machine and partner 
identities, where usability concerns are smaller, before 
extending to employees and customers.

Research directions
The framework’s parameters are the quantities that 
empirical work should measure: fraud and tampering 
detection rates under realistic attack scenarios, verification 
latency in engineered deployments, audit completeness 
as assessed by independent auditors, and total cost of 
ownership including governance and key management. 
Comparative field studies within consortia that operate 
both conventional and anchored identity would allow the 
trade-offs in Table 1 to be estimated rather than assumed.

Limitations
The architecture parameters are design values reflecting 
qualitative architectural properties; they are not 
measurements of any implementation, and real 
deployments vary widely. The simulation treats 
verifications as independent, omits key-compromise 
events, usability and recovery costs, and does not model 
the governance failures to which permissioned ledgers 
are subject. All reported values are simulation outputs.

Conclusion
Blockchain-anchored identity management strengthens 
fraud resistance, tamper detection and audit completeness 
at the cost of verification latency and operating expense, 
and in a simulated comparison it reduced accepted 
fraud fivefold and undetected tampering ninefold 
relative to a centralised directory while costing twice 
as much. The architecture is warranted for high-value 
credentials, cross-organisational verification and 
regulated accountability, and enterprises should adopt it 
in a hybrid design that anchors what matters most while 
retaining conventional directories for routine access, with 
ledger governance and key management as the critical 
success factors.
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